CHEAT
SHEETS

Basic Ping Usage

Core Functionality

Ping Command Cheatsheet

A comprehensive cheat sheet covering the ping command, its options, and usage scenarios for network troubleshooting and diagnostics.

Common Options

ping <hostname> - Sends ICMP echo requests to a specified hostname or -c Specifies the number of echo requests to send.
IP address to test network connectivity. <count> Example:
ping -c 4 google.com (sends 4 pings)
Example: ) . )
- -i Sets the interval in seconds between sending each echo
ping google.com
<interva request.
ping <ip_address> - Pings a device using its IP address. s Example:
ping -i 2 google.com (sends pings every 2 seconds)
Example:
ping 192.168.1.1 -w Specifies a deadline, in seconds, after which ping will exit
) <deadlin regardless of how many packets have been sent or received.
Interpreting the output: = Example:
» Reply from: Indicates a successful response. ping -w 10 google.com (exits after 10 seconds)
» Request timed out: Indicates no response within the default timeout ) ) ) )
period -W Time to wait for a response, in seconds. The default is 10
.. . . o <timeout seconds.
« Destination host unreachable: Indicates the destination network or host Example:

is not reachable.

Advanced Ping Usage

Packet Size and Fragmentation

ping -w 5 google.com (waits 5 seconds for a response)

Operating System Specific Options (Linux)

Security Considerations

-s Specifies the number of data
bytes to be sent. The default is
usually 56, which translates to
84 bytes of ICMP data when
combined with the ICMP
header.
Example:

ping -s 100 google.com
(sends 100 bytes of data)

<packetsize>

Fragmentation If the packet size is too large
for the network MTU, the
packet may be fragmented.
Some networks block
fragmented ICMP packets, so
this can be used for MTU path

discovery.

Ping Examples and Use Cases

Basic Connectivity Testing

-1 Specifies the network interface to use
<inter forsending ping requests.
face> Example:

ping -I eth® google.com (sends
pings using the ethe interface)

-t Sets the IP Time To Live (TTL) for the
<ttl> ping packets. Useful for traceroute-like
functionality to determine hops.
Example:
ping -t 5 google.com (sets TTL to 5)

-q Quiet output mode. Shows summary at
end.
Example:
ping -q google.com

Troubleshooting Network Issues

Ping can be used in denial-of-service (DoS)
attacks, such as ping floods. Firewalls and
intrusion detection systems often monitor or
block ICMP traffic to mitigate this risk.

Be cautious when pinging public IP addresses, as
it may expose your IP address to potential
attackers. Always ensure you have proper
authorization before pinging networks you do not
own or manage.

Scripting and Automation

Verifying Network Connection:

ping google.com

This will check if you can reach Google's servers,
indicating a general internet connection.

Testing Local Network Connectivity:

ping 192.168.1.1

Ping your router’s IP address to ensure you can
communicate within your local network.
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Identifying Packet Loss:

ping -c 10 google.com

Check the packet loss percentage to diagnose
network reliability issues.

Measuring Response Time (Latency):

Examine the time= values in the ping output to
assess network latency. Higher values indicate
slower response times.

MTU Discovery (Oversized Packets):

ping -s 1472 -M do google.com

This attempts to send a packet of a specific size
without fragmentation. Useful for MTU path
discovery.

-M do sets the ‘do not fragment’ flag.

Using ping in scripts to check server availability:

#1/bin/bash
if ping -c 1 google.com > /dev/null
then
echo "Google is reachable"
else
echo "Google is not reachable"

fi

Monitoring network devices with ping:

Ping can be integrated into monitoring systems
to automatically detect and alert on network
outages.
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Ping Variations and Alternatives

Different Operating Systems

Alternatives to Ping

Interpreting Results

Windows: The ping command in Windows has
slightly different options compared to
Linux/macOS. Use ping /? to see the available
options.

Common options include -n (number of pings)
and -1 (packet size).

macOS: ping command is similar to Linux but may
have some subtle differences. Check man ping
for details.
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Traceroute/Tracepath: Used to trace the route
packets take to a destination, identifying each
hop along the way.

traceroute google.com or tracepath
google.com

Nmap: A powerful network scanning tool that can
also be used to ping hosts and gather more
detailed information.

nmap -sn 192.168.1.0/24 (pings all hosts in
the 192.168.1.0/24 subnet)

Hping: A command-line oriented TCP/IP packet
assembler/analyzer.

hping3 -c 3 google.com (sends 3 TCP pings
to google.com)

High Latency: Indicates slow network response
times. Could be due to network congestion,
distance, or hardware issues.

Packet Loss: Suggests network unreliability. May
be caused by faulty hardware, overloaded links, or
routing problems.

Unreachable Host: Indicates a problem reaching
the destination. Check DNS resolution, routing,
and firewall settings.
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